Online Child Safety During the COVID Pandemic 


By: Juan Paolo M. Suarez | Published Nov 21, 2020 

2020 has been a year for the books, many of us have never experienced anything like this before and for 
parents keeping our children safe while continuing their education has been a number one priority. 
Government guidelines in the Philippine has called for the temporary closure of traditional schooling to 
keep our teachers and students safe from COVID. The only option available to continue our students' 
education is through online classes and while this definitely safer than face to face learning it has also 
created its own challenges. The most obvious is getting internet access and hardware such as tablets 
and computers to all of the teachers and students to start online learning, then next would be the 
preparedness of parents to help their kids study online. 

Many were not ready to have this type of teaching environment be implemented so quickly and parents 
are doing their best to catch up and get their children ready to learn online. Unfortunately, the 
multitude of children thrust online has become an instant feeding ground for predators. While parents 
are still trying to adjust to a new way of getting their children an education, they haven't had time to 
find the best ways to keep their children safe while online. This objective of this article is to help give 
parents and valuable information to keep their children safe from online predators, cyberbullying and 
other online dangers for children. 

Online Predators 

The best way to protect yourself from any predator is to know what makes them dangerous, to know 
how they think. Many predators use surprise or other similar tactics to get their prey when they are 
unaware or unsuspecting of dangers that await them in a certain environment, the online environment 
is no different. Let's learn some of the tactics these online predators use on children, then share these 
tactics with your own children so they are made fully aware of what they could experience online. 

• Find their prey: The first thing online predators do is find children to exploit, they do this in 
insidious ways. They usually create a fake profile of someone of the same age as the children 
they are targeting. They find children on social media, video games, chat rooms and even look at 
profile of parents or relatives to find their pray. 

• Grooming; Predators take weeks and even months to build a relationship with their targets. 
They use flattery, attention, even possibly give gifts to break down the child's barriers so they 
divulge personal information. Predators to familiarize themselves with pop culture, the latest 
music, video games, hobbies, fashion, etc. so they can connect with kids. They also look for 
children that are emotionally vulnerable due to problems at home, at school or even with other 
kids. 

• Fishing: They try to find personal information such as a name, address or phone number. But, on 
top of this they try to find information that lets them know something specific about the child. It 
could be the name of the kid's school, a park or playground they frequent, maybe a sports team 
that they play on. Using this information, they can hone in on a child's location. Schools, parks, 
malls are favorite places that predators contact children and with enough information they can 
track their prey with precision. 

• Mirroring: Predators mirror the emotional state of the child they are targeting, they do this to 
build a sense of camaraderie between them and their prey. If a child feels lonely, they also say 
that they feel lonely. Predators listen and try to sympathize with the child if they share their 



problems and even go as far as to take the side of the child vs their parents or teachers to help 
build their bond. 

• Introduce sexual content: Predators gradually introduce sexual content into conversations or 
show sexual material to the child. They may even show children engaging in sexual activity in 
hopes to convince their pray that this type of behavior is normal. Once the predator feels 
confident enough they will start asking the kids to share sexual photos and may even ask to 
meet with them 

• Threats: If the victim tries to cut of communication, the predator will then try scare the victim in 
continuing the relationship by saying they will tell their parents what they have done online. 
They will say that the victim looked at pornographic videos or even worse to scare the child into 
staying. 


Cyberbullying 

Cyberbullies are a different type of online predator, they may not be pedophiles luring children into 
sexual situations, but that shouldn't lessen the how we should react to them. They still victimize their 
pray using online digital devices and people that are targets of this type of bullying are more likely to 
become depressed rather than traditional bullying. Also, some cyberbullies don't seem to have a clear 
cut motive. With traditional bullying, there's some kind of power play in the works. An older, bigger, 
stronger kid picks on a weaker kid. But, you don't need to be more powerful than someone to harass or 
bully them online, you can just do it. There are also those keyboard warriors who think that they have 
anonymity to say whatever they want online because it may not get back to them in real life. 

Cyberbullies use different online platforms to harass their prey, the most common are: 

• Social Media: FB, IM, etc. 

• Online Forums, Chat Groups 

• Text messaging and direct messaging 

• Online Gaming 

• Email 

Cyberbullying is also hard to notice, it can come from a classmate, a workmate, an ex-girlfriend, ex¬ 
boyfriend or someone close to the victim. It can also definitely come through a person the victim has 
never even met. The mental distress and damage done to a person's reputation can be severe and there 
even has been teen suicides linked to online cyberbullying. 


How to Keep Kids Safe Online 

So, now you have an idea of how online predators choose their victims and you have some useful 
information on Cyberbullying, now what can you do to help keep your kids safe online? Let's get into it: 

1. Open Communication: Once your kids start using the internet, talk to them about it. Have an 
open dialogue with them and let them know they can come to you with any questions. Let 
them know the dangers they face online and that you are their number one supporter and if 
anyone seems to be mistreating them in any way to let you know at once. If they aren't aware 
of the danger online it's a lot easier for them to get taken by surprise by an online predator. 




Also, they may not understand what cyberbullying is until they start feeling negative about 
themselves because they are a victim to it. If they know that they can come to you with any 
situation and not feel ashamed of it, then they know they have someone they can count on. 

2. Use Apps and Technology to help keep an eye on them: Kids will be kids and they get curious, 
remember when you were a kid. You should do your best to keep an eye on what they are 
viewing online, but you can't be there 100% of the time. That's where technology and 
applications come in. This is also very useful to keep your kids safe from pornography. Here are 
a few tips: 

• Most devices like lOS and Android have built it accessibility options in general 
settings, you can choose to only download 12+ apps and block porn sites. Review your 
device settings using YouTube tutorials 

• Get apps or programs like PureSight Online Child safety where you can review what 
your child is viewing 

• Remove all apps with explicit content and exchange with a kid friendly version of the 
app. An example of this is removing YouTube and choosing YouTube Kids 

• Only allow your child to go online using one or two devices, and example of this is an 
iPad and a video game console. Remember, that if they have multiple devices like an 
iPad, iPhone, laptop and gaming device that would mean you would need to make kid 
friendly all the devices and review each of their usage as well 

• Check the parent controls on all the internet devices your kids will be using 

• Remove the browser and replace with a kid friendly version, the reason for this is that 
not all the settings in your device menus will catch all the explicit content. You can go 
on your device settings and disable Google Chrome and Safari, to only be used with a 
password and download a kid friendly browser like Kiddle. 

3. Be aware of your data privacy: Everything online is there for the world to see, even if you post 
a photo on your friend list and think nothing of it, there may be a predator that sees the photo 
and is triggered. Be careful of what you post online, photos of yourself and especially your 
children. I'm not saying not to post anything, but be sure you discern what you post. An 
example, don't post a photo of your baby in a swimsuit. Yes, it is harmless to you, but that is 
exactly what a predator looks for. Also, be careful of posting and information online to be used 
to find your location. An address, phone number, etc. 

4. Be an Online Role model: Spend time with your kids online this helps in many ways. You can 
try and get to know who your kid's online friends, it will help you become Social Media savvy. 
Let's face it, we're not as cool as we used to be, ah the pitfalls of growing old. If we want to 
keep our kids safe, we need to know what they are into. What they like, so we know how to 
protect them. It's also a good way of spending time with your kids. You're also able to lead by 
example and show children online positive behavior that you would like them to emulate. 


What to do if you are an online victim 



Unfortunately, if you are online the question of becoming a victim by a predator or a cyberbully is not if 
it will happen, but when it will happen. The best thing to do is to know how to properly react to these 
situations and the fact that you are reading this online article means you are being proactive of your 
children and your own online safety. Here's what you can do if you or your child is targeted: 

1. Let you know: Let your kids know that the first thing they should do, before anything, even 
responding is to let you know first. You are the adult; you need to show them that they can rely 
on you and that you know the best course of action 

2. Stop Communication: Tell your kids not to respond or retaliate to online predators or 
cyberbullies, it's much easier to say than do. Especially if someone is sending insults or sexually 
explicit to you or your child. Engaging with someone like this is giving them exactly what they 
want, attention. So, stop all communications right away. 

3. Tell the Authorities: Take a screen shot and get proof of the explicit content or the bullying then 
report them to the authorities. This type of online behavior has been made illegal in most 
countries, not allowed in schools or the online platform themselves. If an online predator tries 
to get a hold of your child on a Social Media platform such as Facebook for example, you can 
take a screen shots of the interaction then you can report them to Facebook. You can also 
contact your local authorities, there are Cybercrimes divisions where you can report the 
predator. Another situation could be a Cyberbully that your child knows, let's say a schoolmate. 
You can follow the same actions and inform the school of what the other student is doing and 
seek for their help in resolving the issue. 

4. Block the Predator: Once you get the evidence, block the predator. The first thing you should do 
is completely block the profile of the person who may be the predator or cyber bully. You can 
also block the predator's online friends or contacts so they can't get a hold of you that way. 
Screen all incoming communication, DMs, email and phone calls. You may even consider work 
consider deactivating or temporary suspending your child's online accounts for a while. 


Due to the COVID Pandemic most of our children have to be online if they are going to school and even 
if they aren't they going online for school, they are games or to socialize with their friends. We live in a 
digital age, almost all of our children are digital natives. They have grown up online, with smart phones 
and devices that give them the option to be connected all the time. But, they are still children, they may 
be digital natives, but they don't have the maturity or responsibility as we do as their parents. 

It is our job to keep them safe, it is our job to be their role models and show them how to act and react 
online. Learning how to do these things may feel overwhelming, but doing so will not only keep our 
children safe, but will also be a way to get closer to our kids. 
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